Brief information about the project

Name of the project

AP09259208 "Creation of a scalable fault-tolerant enterprise
digitalization information system using Big Data technologies”
(0121RK00369)

Relevance

Currently, digitalization of all types of activities is one of the
priorities for the development of society and, despite a sufficient
number of information systems, there is now a need to develop
scalable fault-tolerant information systems. The project has
developed a scalable fault-tolerant enterprise digitalization
information system with big data processing. The problems of fault
tolerance, security, optimization of document routes, processing of
big data, including unstructured ones, are investigated.

Purpose

The development of a scalable fault-tolerant enterprise
digitalization information system with multi-level architecture of
the enterprise digitalization, the development of subsystems based
on Asp.Net Core and Angular Technologies, using technologies for
processing large and streaming data (NoSQL, MongoDB,
ApacheSpark, DataMining).

Obijectives

1. To develop algorithms to ensure scalability, fault tolerance and
data integrity for a multi-level enterprise digitalization
architecture.

2. Create a subsystem user interface using React JS.

3. To develop new application software applications, including
subsystems for digitalization of administrative and personnel
activities, as well as a "Digital office" with a training module and
proctoring.

4. Research and propose methods for protecting and securely
transferring data during load balancing.

5. Use Apache Spark and PySpark to process unstructured big data
and search for data on the contents of document files.

6. To analyze and evaluate the practical work of all subsystems,
identify potential errors in data storage and propose methods to
improve them.

7. Draw up detailed instructions for processing and monitoring the
results that ensure the reliability, security and efficiency of the
information system.

Expected and achieved
results

A multi-level information system with a system security
architecture has been developed, ensuring scalability and fault
tolerance; new application software applications have been created,
such as subsystems for digitalization of administrative and
personnel activities, a Digital Office subsystem with a training
module, a repository of large unstructured data; studies have been
conducted to ensure fault tolerance and security of the information
system, methods and new algorithms have been developed to
ensure fault tolerance, implementation of protection and secure
data transfer; the practical implementation of the created
information system with testing and approbation has been carried
out.
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1. Gulnar Tultaevna Balakaeva— Professor, Doctor of Ph.D.,
Scopus Id: 14827901000, Researcher ID: D-6285-2015,
https://www.scopus.com/authid/detail.uri?authorld=14827901000
2. Darkenbaev Dauren Kadyrovich —Associate Professor, PhD.
Scopus Id: 57212755716, ResearcherID: JPG-9982-2023, Orcid:
https://orcid.org/0000-0002-6491-8043

3. Zhanuzakov Mukhit Baurzhanovich — Phd doctoral student,
ResearcherID: GXH-7676-2022, Scopus id: 58645161000,
https://orcid.org/0000-0003-0001-8422

4. Tursynkozha Madiyar — Master of Technical Sciences. Orcid:
http://orcid.org/0000-0003-3593-1457
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International Conference on “Advances in Science&Technology”
[ICAST-2022. Dec.15-16, 2022.- P.39-44.
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Development of Software Complex for the Digitalization of
Enterprise Activities. CHSD 2023: 17. International Conference on
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- books

1) Balakaeva G.T.,Darkenbaev D.K. TECHNOLOGIES AND
METHODS OF PROCESSING BIG DATA.- Almaty:Everest
2022 - 148 pages. ISBN 978-601-04-6040-9 (monograph).
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Enterprise information system architecture

Web-client

25
e @ N
L Integration
Fault-tolerant webserver with load tools
M~
balancer X z
* Integration 5
web-services o
— 2 wv
&8 Service management agent S Acive o
o7 Directory ©
Ya L * Authenticatio o
Y 4 L .
5 n provider
Service - administrator (electronic Service-Human Resources o Document
document management system) Department exchange
services

L L
L £
[ File repositories ]]] [ DBMS ]1]




Digital Office

© Recent sessions

Polis

Nepesiit (60.00%)

Click to vote

Study proccess

Participants

& ® Magsp2
& B Magusp2

& »  Magnsp2 (You)

@ waiting room

' Maguap2

& on - o

Welcome Magusp2!

Copy conference link

@ Leaveteconference . B\

a

Messages

[ Logout




